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ModSecurity Handbook is the definitive guide to ModSecurity, a popular open
source web application firewall. Written by Ivan Ristic, who designed and wrote
much of ModSecurity, this book will teach you everything you need to know to
monitor the activity on your web sites and protect them from attack.

Situated between your web sites and the world, web application firewalls provide
an additional security layer, monitoring everything that comes in and everything
that goes out. They enable you to perform many advanced activities, such as real-
time application security monitoring, access control, virtual patching, HTTP
traffic logging, continuous passive security assessment, and web application
hardening. They can be very effective in preventing application security attacks,
such as cross-site scripting, SQL injection, remote file inclusion, and others.
Considering that most web sites today suffer from one problem or another,
ModSecurity Handbook will help anyone who has a web site to run.
The topics covered include:

Installation and configuration of ModSecurity●

Logging of complete HTTP traffic●

Rule writing●

IP address, session, and user tracking●

Session management hardening●

Whitelisting, blacklisting, and IP reputation management●

Advanced blocking strategies●

Integration with other Apache modules●

Working with rule sets●

Virtual patching●

Performance considerations●

Content injection●

XML inspection●

Writing rules in Lua●

Extending ModSecurity in C●

The book is suitable for all reader levels: it contains step-by-step installation and
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configuration instructions for those just starting out, as well as detailed
explanations of the internals and discussion of advanced techniques for seasoned
users. A comprehensive reference manual is included in the second part of the
book.

Digital version of ModSecurity Handbook (PDF and EPUB) can be obtained
directly from the author, at feistyduck.com.
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ModSecurity Handbook is the definitive guide to ModSecurity, a popular open source web application
firewall. Written by Ivan Ristic, who designed and wrote much of ModSecurity, this book will teach you
everything you need to know to monitor the activity on your web sites and protect them from attack.

Situated between your web sites and the world, web application firewalls provide an additional security
layer, monitoring everything that comes in and everything that goes out. They enable you to perform many
advanced activities, such as real-time application security monitoring, access control, virtual patching, HTTP
traffic logging, continuous passive security assessment, and web application hardening. They can be very
effective in preventing application security attacks, such as cross-site scripting, SQL injection, remote file
inclusion, and others. Considering that most web sites today suffer from one problem or another,
ModSecurity Handbook will help anyone who has a web site to run.
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Advanced blocking strategies●

Integration with other Apache modules●
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Performance considerations●
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The book is suitable for all reader levels: it contains step-by-step installation and configuration instructions
for those just starting out, as well as detailed explanations of the internals and discussion of advanced
techniques for seasoned users. A comprehensive reference manual is included in the second part of the book.

Digital version of ModSecurity Handbook (PDF and EPUB) can be obtained directly from the author,
at feistyduck.com.
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Editorial Review

About the Author
Ivan Ristic is a security researcher, engineer, and author, known especially for his contributions to the web
application firewall field and development of ModSecurity, an open source web application firewall, and for
his SSL/TLS and PKI research, tools and guides published on the SSL Labs web site.

He is the author of two books, Apache Security and ModSecurity Handbook, which he publishes via Feisty
Duck, his own platform for continuous writing and publishing. Ivan is an active participant in the security
community and you'll often find him speaking at security conferences such as Black Hat, RSA, OWASP
AppSec, and others. He's currently Director of Application Security Research at Qualys.

Users Review

From reader reviews:

Robert Stratton:

Now a day people that Living in the era just where everything reachable by match the internet and the
resources inside can be true or not demand people to be aware of each details they get. How individuals to be
smart in receiving any information nowadays? Of course the answer then is reading a book. Reading a book
can help folks out of this uncertainty Information especially this ModSecurity Handbook: The Complete
Guide to the Popular Open Source Web Application Firewall book because book offers you rich info and
knowledge. Of course the info in this book hundred percent guarantees there is no doubt in it you know.

Aimee Simmons:

People live in this new moment of lifestyle always try to and must have the free time or they will get lot of
stress from both day to day life and work. So , when we ask do people have time, we will say absolutely
sure. People is human not a robot. Then we consult again, what kind of activity do you have when the spare
time coming to you of course your answer can unlimited right. Then ever try this one, reading ebooks. It can
be your alternative with spending your spare time, the book you have read will be ModSecurity Handbook:
The Complete Guide to the Popular Open Source Web Application Firewall.

Catherine Scott:

Do you have something that you prefer such as book? The publication lovers usually prefer to pick book like
comic, limited story and the biggest you are novel. Now, why not hoping ModSecurity Handbook: The
Complete Guide to the Popular Open Source Web Application Firewall that give your satisfaction preference
will be satisfied through reading this book. Reading practice all over the world can be said as the opportinity
for people to know world better then how they react when it comes to the world. It can't be explained
constantly that reading routine only for the geeky man or woman but for all of you who wants to become
success person. So , for every you who want to start reading through as your good habit, you can pick



ModSecurity Handbook: The Complete Guide to the Popular Open Source Web Application Firewall
become your starter.

Sharon Hite:

Reading a book to be new life style in this calendar year; every people loves to examine a book. When you
study a book you can get a lots of benefit. When you read books, you can improve your knowledge, simply
because book has a lot of information into it. The information that you will get depend on what sorts of book
that you have read. If you wish to get information about your review, you can read education books, but if
you act like you want to entertain yourself you are able to a fiction books, these kinds of us novel, comics,
and soon. The ModSecurity Handbook: The Complete Guide to the Popular Open Source Web Application
Firewall provide you with new experience in examining a book.
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