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Research on Internet security over the past few decades has focused mainly on
information assurance, issues of data confidentiality and integrity as explored
through cryptograph algorithms, digital signature, authentication code, etc.
Unlike other books on network information security, Network Infrastructure
Security addresses the emerging concern with better detecting and preventing
routers and other network devices from being attacked or compromised.

Network Infrastructure Security bridges the gap between the study of the traffic
flow of networks and the study of the actual network configuration. This book
makes effective use of examples and figures to illustrate network infrastructure
attacks from a theoretical point of view. The book includes conceptual examples
that show how network attacks can be run, along with appropriate
countermeasures and solutions.
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of data confidentiality and integrity as explored through cryptograph algorithms, digital signature,
authentication code, etc. Unlike other books on network information security, Network Infrastructure
Security addresses the emerging concern with better detecting and preventing routers and other network
devices from being attacked or compromised.

Network Infrastructure Security bridges the gap between the study of the traffic flow of networks and the
study of the actual network configuration. This book makes effective use of examples and figures to illustrate
network infrastructure attacks from a theoretical point of view. The book includes conceptual examples that
show how network attacks can be run, along with appropriate countermeasures and solutions.
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Editorial Review

Review

From the reviews:

"Network infrastructure security focuses on how to detect and prevent routers and other network devices
from being compromised. … this book deals with an emerging issue that is both topical and increasingly
critical for network managers across the Internet. … The book makes effective use of figures and examples
to illustrate both attacks and countermeasures. It is an excellent source of key information, and I strongly
recommend it to those who have the basic knowledge to benefit from its pages." (Charles K. Davis, ACM
Computing Reviews, August, 2009)

“This monograph analyzes security threats and their possible countermeasures within the Internet’s layers
below the application level, i.e., with its switches, routers, and related transport infrastructure. … This book
… used as a textbook in a security course for upper-division undergraduates and graduate students. It will
also interest network engineers and research practitioners. Each chapter features many helpful illustrations to
facilitate an understanding of the concepts presented and ends with a reference list. Summing Up:
Recommended. Upper-division undergraduates through professionals.” (E. M. Aupperle, Choice, Vol. 47 (8),
April, 2010)

From the Back Cover

Research on Internet security over the past few decades has focused mainly on information assurance, issues
of data confidentiality and integrity as explored through cryptograph algorithms, digital signature,
authentication code, etc. Unlike other books on network information security, Network Infrastructure
Security by Angus Wong and Alan Yeung addresses the emerging concern with better detecting and
preventing routers and other network devices from being attacked or compromised.

Attacks to network infrastructure affect large portions of the Internet at a time and create large amounts of
service disruption, due to breaches such as IP spoofing, routing table poisoning and routing loops. Daily
operations around the world highly depend on the availability and reliability of the Internet, which makes the
security of this infrastructure a top priority issue in the field.

Network Infrastructure Security is a book that bridges the gap between the study of the traffic flow of
networks and the study of the actual network configuration. This book makes effective use of examples and
figures to illustrate network infrastructure attacks from a theoretical point of view. The book includes
conceptual examples that show how network attacks can be run, along with appropriate countermeasures and
solutions.

About the authors

Angus Kin-Yeung Wong obtained his BSc and PhD degrees from City University of Hong Kong and is
currently an associate professor at Macao Polytechnic Institute. Alan Kai-Hau Yeung obtained his BSc and
PhD degrees from the Chinese University of Hong Kong and is currently an associate professor at City
University of Hong Kong. Wong and Yeung have been collaborating in network-related research for over 10
years.



Users Review

From reader reviews:

Robert Grant:

Exactly why? Because this Network Infrastructure Security is an unordinary book that the inside of the e-
book waiting for you to snap it but latter it will distress you with the secret that inside. Reading this book
beside it was fantastic author who have write the book in such wonderful way makes the content interior
easier to understand, entertaining approach but still convey the meaning fully. So , it is good for you because
of not hesitating having this any longer or you going to regret it. This amazing book will give you a lot of
benefits than the other book have got such as help improving your talent and your critical thinking technique.
So , still want to hold up having that book? If I have been you I will go to the publication store hurriedly.

Richard Tipton:

Many people spending their time by playing outside having friends, fun activity along with family or just
watching TV all day every day. You can have new activity to invest your whole day by reading a book. Ugh,
you think reading a book really can hard because you have to accept the book everywhere? It fine you can
have the e-book, having everywhere you want in your Smartphone. Like Network Infrastructure Security
which is keeping the e-book version. So , why not try out this book? Let's notice.

Nancy Hartsell:

This Network Infrastructure Security is new way for you who has interest to look for some information since
it relief your hunger of information. Getting deeper you on it getting knowledge more you know or perhaps
you who still having small amount of digest in reading this Network Infrastructure Security can be the light
food in your case because the information inside that book is easy to get by means of anyone. These books
create itself in the form which can be reachable by anyone, yes I mean in the e-book application form. People
who think that in publication form make them feel drowsy even dizzy this reserve is the answer. So there is
absolutely no in reading a e-book especially this one. You can find actually looking for. It should be here for
an individual. So , don't miss the idea! Just read this e-book variety for your better life in addition to
knowledge.

Thelma Atkins:

Do you like reading a e-book? Confuse to looking for your favorite book? Or your book had been rare? Why
so many issue for the book? But just about any people feel that they enjoy regarding reading. Some people
likes reading through, not only science book but in addition novel and Network Infrastructure Security or
others sources were given know-how for you. After you know how the truly amazing a book, you feel would
like to read more and more. Science publication was created for teacher or students especially. Those
publications are helping them to bring their knowledge. In different case, beside science e-book, any other
book likes Network Infrastructure Security to make your spare time considerably more colorful. Many types
of book like this one.
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