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Eliminating security holes in iOS apps is critical for any developer who wants to
protect their users from the bad guys. In iOS Application Security, mobile
security expert David Thiel reveals common iOS coding mistakes that create
serious security problems and shows you how to find and fix them.

After a crash course on iOS application structure and Objective-C design
patterns, you'll move on to spotting bad code and plugging the holes. You'l learn
about:

The iOS security model and the limits of its built-in protections●

The myriad ways sensitive data can leak into places it shouldn't, such as●

through the pasteboard
How to implement encryption with the Keychain, the Data Protection API, and●

CommonCryptoLegacy flaws from C that still cause problems in modern iOS
applications
Privacy issues related to gathering user data and how to mitigate potential●

pitfalls

Don't let your app's security leak become another headline. Whether you're
looking to bolster your app's defenses or hunting bugs in other people's code, iOS
Application Security will help you get the job done well.
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Eliminating security holes in iOS apps is critical for any developer who wants to protect their users from the
bad guys. In iOS Application Security, mobile security expert David Thiel reveals common iOS coding
mistakes that create serious security problems and shows you how to find and fix them.

After a crash course on iOS application structure and Objective-C design patterns, you'll move on to spotting
bad code and plugging the holes. You'l learn about:

The iOS security model and the limits of its built-in protections●

The myriad ways sensitive data can leak into places it shouldn't, such as through the pasteboard●

How to implement encryption with the Keychain, the Data Protection API, and CommonCryptoLegacy●

flaws from C that still cause problems in modern iOS applications
Privacy issues related to gathering user data and how to mitigate potential pitfalls●

Don't let your app's security leak become another headline. Whether you're looking to bolster your app's
defenses or hunting bugs in other people's code, iOS Application Security will help you get the job done well.
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Editorial Review

About the Author

David Thiel has nearly 20 years of computer security experience. His research and book Mobile Application
Security (McGraw-Hill) helped launch the field of iOS application security, and he has presented his work at
security conferences like Black Hat and DEF CON. An application security consultant for years at iSEC
Partners, Thiel now works for the Internet.org Connectivity Lab.

Users Review

From reader reviews:

Thomas Whitaker:

Do you have favorite book? Should you have, what is your favorite's book? Book is very important thing for
us to be aware of everything in the world. Each e-book has different aim or maybe goal; it means that book
has different type. Some people truly feel enjoy to spend their time to read a book. They can be reading
whatever they acquire because their hobby is actually reading a book. Why not the person who don't like
studying a book? Sometime, person feel need book after they found difficult problem or perhaps exercise.
Well, probably you should have this iOS Application Security: The Definitive Guide for Hackers and
Developers.

William Walker:

Information is provisions for people to get better life, information these days can get by anyone from
everywhere. The information can be a expertise or any news even restricted. What people must be consider
any time those information which is within the former life are challenging to be find than now is taking
seriously which one is appropriate to believe or which one often the resource are convinced. If you obtain the
unstable resource then you understand it as your main information you will have huge disadvantage for you.
All of those possibilities will not happen throughout you if you take iOS Application Security: The
Definitive Guide for Hackers and Developers as your daily resource information.

Jessie Orlando:

The book iOS Application Security: The Definitive Guide for Hackers and Developers will bring you to
definitely the new experience of reading a book. The author style to explain the idea is very unique. In the
event you try to find new book to read, this book very suitable to you. The book iOS Application Security:
The Definitive Guide for Hackers and Developers is much recommended to you to study. You can also get
the e-book in the official web site, so you can easier to read the book.



Jean Taylor:

As a student exactly feel bored to reading. If their teacher inquired them to go to the library or make
summary for some publication, they are complained. Just very little students that has reading's spirit or real
their interest. They just do what the teacher want, like asked to go to the library. They go to presently there
but nothing reading significantly. Any students feel that studying is not important, boring and can't see
colorful photos on there. Yeah, it is for being complicated. Book is very important for you personally. As we
know that on this era, many ways to get whatever you want. Likewise word says, ways to reach Chinese's
country. Therefore , this iOS Application Security: The Definitive Guide for Hackers and Developers can
make you sense more interested to read.
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