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Stop hackersin their tracks

Organized by category, Anti-Hacker Tool Kit, Third Edition provides complete
details on the latest and most critical security tools, explains their function, and
demonstrates how to configure them to get the best results.

- Completely revised to include the latest security tools, including wireless tools

- New tips on how to configure the recent tools on Linux, Windows, and Mac
OsX

- New on the CD-ROM -- Gnoppix, a complete Linux system, ClamAV anti-
virus, Cain, amulti-function hacking tool, Bluetooth tools, protocol scanners,
forensic tools, and more

- New case studies in each chapter
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Editorial Review

From the Back Cover
THWART THE LATEST DISASTROUSATTACKS

Mount a comprehensive, proactive defense against the most sinister cyber-criminals using the tricks and
techniques contained in this unique resource. Fully updated to include the latest weapons in the security
experts; arsenal, Anti-Hacker Tool Kit, Third Edition provides al the information you'll need to lock down
your network from the ground up. Logically organized by category, each tool's function, installation, and
configuration is fully described, alongside screenshots and code examples. Brand-new examples and in-
depth case studies detail how to implement each vital tool in real-world situations.

Explains how to configure and use these and other key tools:

- MULTIFUNCTIONAL UTILITIES: Netcat, Cryptcat, Shd

- PORT SCANNERS: Nmap, THC-Amap,|PEye

- EMULATORS: VMware, Virtual PC, Gnhoppix, Cygwin

- ENUMERATORS: Samba, Winfingerprint, PsTools, HFNetChk

- WEB HACKING APPLICATIONS: Nikto, LibWhisker, Paros, Burp

- PASSWORD CRACKERS AND BRUTE-FORCE TOOLS: John the Ripper, LophtCrack, THC-Hydra,
PwDump

- WAR DIALERS: ToneLoc, THC-Scan

- HOST HARDENING APPLICATIONS: Clamav, Titan, Msec

- BACKDOORS AND REMOTE ACCESS: VNC, Netbus, Back Orifice, SubSeven, Loki, Knark

- AUDITING TOOLS: Flawfinder, RATS, Nessus, STAT, Tripwire

- PORT REDIRECTERS: Datapipe, FPipe, WinRelay

- SNIFFERS: BUTTSniffer, WinDump, Ethereal, Dsniff, Snort

- WIRELESS TOOLS: NetSlumber, TCPsic, ICMpsic, |ptest

- FORENSIC UTILITIES: dd, EnCase, Sleuth Kit, Vnode, WinHex

About the Author
Mike Shema is CSO at NT Objectives, Inc., an application security solutions consultancy.

ChrisDavisisaSenior Auditor for Texas Instruments. He is the co-author of Hacking Exposed Computer
Forensics from McGraw-Hill/Osborne and a regular speaker on computer security topics.

Aaron Phillip isthe Managing Partner of Affect Computer Forensics. He is the co-author of Hacking
Exposed Computer Forensics from McGraw-Hill/Osborne.

David Cowen, CISSP, of G-C Partners, has extensive experience in security research, application security
testing, and computer forensics analysis. He is an expert witness and aregular speaker on computer
forensics.

Users Review

From reader reviews:



Linda Gaitan:

With other case, little individuals like to read book Anti-Hacker Tool Kit, Third Edition. Y ou can choose the
best book if you want reading a book. Aslong as we know about how isimportant some sort of book Anti-
Hacker Tool Kit, Third Edition. Y ou can add expertise and of course you can around the world with a book.
Absolutely right, since from book you can realize everything! From your country until foreign or abroad you
will be known. About simple point until wonderful thing you are able to know that. In this era, we could
open abook or searching by internet gadget. It is called e-book. You can use it when you feel weary to go to
thelibrary. Let's read.

Douglas Dossett:

In this 21st millennium, people become competitive in most way. By being competitive currently, people
have do something to make these individuals survives, being in the middle of the particular crowded place
and natice by means of surrounding. One thing that sometimes many people have underestimated the idea for
awhileisreading. Yep, by reading abook your ability to survive increase then having chance to stand up
than other is high. In your case who want to start reading any book, we give you this Anti-Hacker Tool Kit,
Third Edition book as beginner and daily reading reserve. Why, because this book is greater than just a book.

Daisy Harris:

The actual book Anti-Hacker Tool Kit, Third Edition has alot of knowledge on it. So when you check out
this book you can get alot of benefit. The book was compiled by the very famous author. The author makes
some research ahead of write this book. That book very easy to read you can get the point easily after reading
this book.

Louella Rape:

Isit you actually who having spare time subsequently spend it whole day by watching television programs or
just laying on the bed? Do you need something totally new? This Anti-Hacker Tool Kit, Third Edition can be
the respond to, oh how comes? It's a book you know. Y ou are so out of date, spending your extratime by
reading in this fresh erais common not a nerd activity. So what these ebooks have than the others?

Download and Read Online Anti-Hacker Tool Kit, Third Edition By
Mike Shema, Chris Davis, David Cowen #DCQBZL GOUPY



Read Anti-Hacker Tool Kit, Third Edition By Mike Shema, Chris
Davis, David Cowen for online ebook

Anti-Hacker Tool Kit, Third Edition By Mike Shema, Chris Davis, David Cowen Free PDF dOwnlOad, audio
books, books to read, good books to read, cheap books, good books, online books, books online, book
reviews epub, read books online, books to read online, online library, greatbooks to read, PDF best books to
read, top books to read Anti-Hacker Tool Kit, Third Edition By Mike Shema, Chris Davis, David Cowen
books to read online.

Online Anti-Hacker Tool Kit, Third Edition By Mike Shema, Chris Davis, David
Cowen ebook PDF download

Anti-Hacker Tool Kit, Third Edition By Mike Shema, Chris Davis, David Cowen Doc
Anti-Hacker Tool Kit, Third Edition By Mike Shema, Chris Davis, David Cowen M obipocket

Anti-Hacker Tool Kit, Third Edition By Mike Shema, Chris Davis, David Cowen EPub



