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FULLY REVISED IN AUGUST 2015.

Bulletproof SSL and TLSisacomplete guideto using SSL and TL S encryption
to deploy secure servers and web applications. Written by Ivan Ristic, the author
of the popular SSL Labs web site, this book will teach you everything you need
to know to protect your systems from eavesdropping and impersonation attacks.

In this book, you'll find just the right mix of theory, protocol detail, vulnerability
and weakness information, and deployment advice to get your job done:

- Comprehensive coverage of the ever-changing field of SSL/TLS and Internet
PK1, with updates to the digital version

- For IT security professionals, help to understand the risks

- For system administrators, help to deploy systems securely

- For developers, help to design and implement secure web applications

- Practical and concise, with added depth when details are relevant

- Introduction to cryptography and the latest TL S protocol version

- Discussion of weaknesses at every level, covering implementation issues,
HTTP and browser problems, and protocol vulnerabilities

- Coverage of the latest attacks, such as BEAST, CRIME, BREACH, Lucky 13,
RC4 biases, Triple Handshake Attack, and Heartbleed

- Thorough deployment advice, including advanced technol ogies, such as Strict
Transport Security, Content Security Policy, and pinning

- Guide to using OpenSSL to generate keys and certificates and to create and run
aprivate certification authority

- Guide to using OpenSSL to test servers for vulnerabilities

- Practical advice for secure server configuration using Apache httpd, 11S, Java,
Nginx, Microsoft Windows, and Tomcat

Thisbook is available in paperback and a variety of digital formats without
DRM. Digital version of Bulletproof SSL and TL S can be obtained directly
from the author, at feistyduck.com.
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Editorial Review
Review
" The most comprehensive book about deploying TLSin the real world!"
Nasko Oskov, Chrome Security developer and former SChannel devel oper
" Meticuloudly researched.”
Eric Lawrence, Fiddler author and former Internet Explorer Program Manager
" The most to the point and up to date book about SSL/TLS |'veread."

Jakob Schlyter, IT security advisor and DANE co-author

About the Author

Ivan Ristic is a security researcher, engineer, and author, known especially for his contributions to the web
application firewall field and development of ModSecurity, an open source web application firewall, and for
his SSL/TLS and PKI research, tools and guides published on the SSL Labs web site. He is the author of two
books, Apache Security and ModSecurity Handbook, which he publishes via Feisty Duck, his own platform
for continuous writing and publishing. Ivan is an active participant in the security community and you'll
often find him speaking at security conferences such as Black Hat, RSA, OWASP AppSec, and others. He's
currently Director of Application Security Research at Qualys.

Users Review
From reader reviews:
Nancy Reese:

What do you regarding book? It is not important together with you? Or just adding material when you need
something to explain what you problem? How about your extratime? Or are you busy man or woman? If
you don't have spare time to do others business, it is make you feel bored faster. And you have time? What
did you do? Every individual has many questions above. They must answer that question since just their can
do that will. It said that about book. Book isfamiliar in each person. Yes, it is correct. Because start from on
pre-school until university need this Bulletproof SSL and TLS: Understanding and Deploying SSL/TL S and
PKI to Secure Servers and Web Applications to read.

Rosemarie Cleveland:

Can you one of the book lovers? If yes, do you ever feeling doubt when you are in the book store? Aim to
pick one book that you never know the inside because don't evaluate book by its include may doesn't work
here is difficult job because you are scared that the inside maybe not seeing that fantastic as in the outside



look likes. Maybe you answer may be Bulletproof SSL and TLS: Understanding and Deploying SSL/TLS
and PKI to Secure Servers and Web Applications why because the fantastic cover that make you consider
concerning the content will not disappoint you. The inside or content is fantastic as the outside or cover.

Y our reading 6th sense will directly show you to pick up this book.

Marguerite Boutte:

As a college student exactly feel bored to be ableto reading. If their teacher expected them to go to the
library or make summary for some publication, they are complained. Just tiny students that has reading's
heart or real their hobby. They just do what the teacher want, like asked to the library. They go to there but
nothing reading critically. Any students feel that examining is not important, boring in addition to can't see
colorful photos on there. Yeah, it isto be complicated. Book is very important for you personally. Aswe
know that on this era, many ways to get whatever you want. Likewise word says, many ways to reach
Chinese's country. So , this Bulletproof SSL and TLS: Understanding and Deploying SSL/TLS and PKI to
Secure Servers and Web Applications can make you experience more interested to read.

William Leone:

What is your hobby? Have you heard which question when you got learners? We believe that that query was
given by teacher to the students. Many kinds of hobby, Every individual has different hobby. And also you
know that little person including reading or as reading become their hobby. Y ou need to know that reading is
very important and also book as to be the thing. Book isimportant thing to add you knowledge, except your
own teacher or lecturer. Y ou will find good news or update with regards to something by book. Different
categories of books that can you decide to try be your object. One of them isthis Bulletproof SSL and TLS:
Understanding and Deploying SSL/TLS and PKI to Secure Servers and Web Applications.
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