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Written by two experienced penetration testers the material presented discusses
the basics of the OS X environment and its vulnerabilities. Including but limited
to; application porting, virtualization utilization and offensive tactics at the
kernel, OS and wireless level. This book provides a comprehensive in-depth
guide to exploiting and compromising the OS X platform while offering the
necessary defense and countermeasure techniques that can be used to stop
hackers

As aresource to the reader, the companion website will provide links from the
authors, commentary and updates.

- Provides relevant information including some of the latest OS X threats

- Easily accessible to those without any prior OS X experience

- Useful tips and strategies for exploiting and compromising OS X systems

- Includes discussion of defensive and countermeasure applications and how to
use them

- Covers mobile 10S vulnerabilities
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Editorial Review
Review

"Authors Robert Bathurst, Russ Rogers and Alijohn Ghassemlouei detail the fundamental s of the OS X
environment and its many vulnerahilities... The book is a like a slimmed-down version of Hacking Exposed
for the Mac...in that it both shows how to attack the operating system, in addition to detailing defensive
measures to stop attackers." --RSAConference.com, March 2013

About the Author

Raob Bathurst is currently a cyber security researcher and penetration tester focusing on reverse engineering.
He has spent over a decade doing vulnerability assessments, programming, and network engineering for the
government, military, and private industry. Since hisfirst encounter with Apple DOS at ayoung age, his
eventual mastery of the infuriating System 7, and witnessing the advent of OS X, he has always wanted to
know the inner workings of the newest Cupertino magic boxes.

Russ Rogers (CISSP, CISM, IAM, |EM, Hon. Sc.D.), author of the popular "Hacking a Terror Network: The
Silent Threat of Covert Channels' (Syngress, ISBN: 978-1-928994-98-5), co-author of multiple books,
including the best-selling " Stealing the Network: How to Own a Continent” (Syngress, ISBN: 978-1-
931836-05-0) and "Network Security Evaluation Using the NSA IEM" (Syngress, | SBN: 978-1-59749-035-
1), and former editor-in-chief of The Security Journal, is currently a penetration tester for afederal agency
and the co-founder and chief executive officer of Peak Security, Inc., aveteran-owned small business based
in Colorado Springs, CO. Russ has been involved in information technology since 1980 and has spent the
past 20 years working as both an IT and InfoSec consultant. Russ has worked with the U.S. Air Force
(USAF), National Security Agency (NSA), Defense Information Systems Agency (DISA), and other federal
agencies. Heisaglobally renowned security expert, speaker, and author who has presented at conferences
around the world in Amsterdam, Tokyo, Singapore, S&o Paulo, Abu Dhabi, and cities all over the United
States. Russ has an honorary doctorate of science in information technology from the University of
Advancing Technology, a master's degree in computer systems management from the University of
Maryland, a bachel or of science degree in computer information systems from the University of Maryland,
and an associate's degree in applied communications technology from the Community College of the Air
Force. Heisamember of ISSA and (1SC)2® (CISSP). Russ also teaches at and fills the role of professor of
network security for the University of Advancing Technology (www.uat.edu).

Alijohn Ghassemlouei is a Cyber Security Specialist and Certified Ethical Hacker. In his current position he
administers networks Linux/Unix/OS systems in a penetration testing lab, and performs penetration testing
attacking a diverse range of classified and unclassified hosts and operating systems. In addition he presents
technical demonstrations and briefingsto U.S. congressmen, top-level DOE officials, and DOE security
conference attendees. As aBlack Hat Conference Volunteer he coordinates tasks and delegates
responsibilities.

Users Review

From reader reviews:



Richard Cassidy:

Why don't make it to become your habit? Right now, try to ready your time to do the important behave, like
looking for your favorite e-book and reading a book. Beside you can solve your problem; you can add your
knowledge by the book entitled The Hacker's Guide to OS X: Exploiting OS X from the Root Up. Try to
face the book The Hacker's Guide to OS X: Exploiting OS X from the Root Up as your buddy. It means that
it can to become your friend when you truly feel alone and beside that course make you smarter than ever
before. Yeah, it is very fortuned for yourself. The book makes you far more confidence because you can
know every thing by the book. So, et us make new experience and knowledge with this book.

Florence Nguyen:

Have you spare time for aday? What do you do when you have far more or little spare time? Y ep, you can
choose the suitable activity intended for spend your time. Any person spent all their spare time to take a
walk, shopping, or went to the actual Mall. How about open or even read a book digible The Hacker's Guide
to OS X: Exploiting OS X from the Root Up? Maybe it isto get best activity for you. Y ou understand beside
you can spend your time together with your favorite's book, you can more intelligent than before. Do you
agree with the opinion or you have additional opinion?

M ar anda Shoemaker :

Exactly why? Because this The Hacker's Guide to OS X: Exploiting OS X from the Root Up isan
unordinary book that the inside of the e-book waiting for you to snap it but latter it will distress you with the
secret that inside. Reading this book next to it was fantastic author who also write the book in such awesome
way makes the content on the inside easier to understand, entertaining approach but still convey the meaning
completely. So, it isgood for you because of not hesitating having this any longer or you going to regret it.
This phenomenal book will give you alot of gains than the other book include such as help improving your
proficiency and your critical thinking method. So, still want to hesitate having that book? If | were being
you | will go to the publication store hurriedly.

Mary Ransom:

In this particular erawhich is the greater man or who has ahility to do something more are more important
than other. Do you want to become certainly one of it? It is just simple solution to have that. What you have
to doisjust spending your time almost no but quite enough to have alook at some books. One of many
books in the top collection in your reading list is The Hacker's Guide to OS X: Exploiting OS X from the
Root Up. This book which is qualified as The Hungry Inclines can get you closer in turning out to be
precious person. By looking up and review this book you can get many advantages.
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